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This is how enterprises are
navigating the shift from Al
adoption to Al control, and what
true infrastructure sovereignty
actually means.

From Al Adoption to Al Control

Six months ago, ClOs in regulated industries were
asking: "How do we adopt Al?"

Today, they're asking: "How do we control AI?"

That shift, from adoption to control, represents one
of the most significant inflection points in enterprise
technology implementation we've seen in decades.
It's driven by a crisis playing out in boardrooms right
now: the Al sprawl crisis.

At Traefik Labs, we've been building cloud-native
infrastructure for over a decade, guided by a core
principle: organizations should control their
infrastructure, not be controlled by it. We've seen this
pattern before with APIs, with microservices, with
Kubernetes. Now we're seeing it again with Al, but
the stakes are higher and the timeline is compressed.



The Al Sprawl Crisis

Al has progressed from a science project to
production at a rate faster than any other technology
in history.

Developers started with personal ChatGPT accounts.
Then corporate accounts. Then embedded APIs. Now
there are API keys scattered across repositories,
agents running in production, and Al calls happening
across dozens of services that no one's tracking.

In the last quarter, CIOs have started getting
uncomfortable questions from their boards:

® "Where is our Al actually running? Show me the
architecture.”

® "Who can access our data through these Al
systems?"

® "What happens if that Al vendor has a breach, or
changes their terms?"

® "Why is our OpenAl bill $47,000 this month?
What are we even paying for?"

For many organizations, these are questions they
can't confidently answer. They've deployed Al
everywhere, but they don't actually control it.

This is precisely why we've extended Traefik's
architecture to the Al layer. This architecture already
manages API traffic for billions of requests across
thousands of production deployments. The same
organizations that needed visibility and control over
their APl infrastructure now need it for their Al
infrastructure. The problem is structurally similar:
distributed systems making calls to services you need
to govern, secure, and audit.

Why Regulated Industries Can't
Accept Al Sprawl

For some industries, Al sprawl isn't just a governance
problem. It's existential.

& Defense and Intelligence
You cannot run mission-critical Al systems that

depend on an internet connection to someone else's
cloud. If the Al supporting your intelligence analysis or
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threat detection goes down because a vendor had an
outage—or worse, due to actions by a hostile nation—
that's not an inconvenience. It's a security failure.
These environments require complete operational
independence.

X Healthcare

Patient data in Al systems isn't just protected by
policy; it's protected by law. HIPAA violations carry
massive penalties. And increasingly, patients are
asking: "Where does the Al that's reading my medical
records actually run? Who can access it?"

Healthcare organizations can't answer: "Well, it's in the
cloud somewhere, and we trust the vendor." That's no
longer acceptable, neither to regulators nor to
patients.

&J Financial Services

The regulatory environment has transformed. GDPR
enforcement is intensifying with fines reaching
hundreds of millions. DORA (the Digital Operational
Resilience Act in Europe) requires financial institutions
to demonstrate operational independence from
critical vendors. The EU Al Act creates direct liability
for Al systems that aren't auditable and explainable.
These regulations all assume you can actually
demonstrate where your Al runs, what data it
processes, and who controls it. If your answer is "it's in
a hyperscaler's cloud and we don't have visibility into
the underlying infrastructure,” you're not compliant.
You might not know it yet, but you're not.

i Public Sector and Research
Institutions

Government agencies and research institutions face
unique sovereignty requirements. National security
considerations, data protection laws, and public
accountability standards demand infrastructure that
can operate entirely within their control. Academic
research institutions handling sensitive data or
working on classified projects need the same level of
operational independence as defense organizations,
with the added complexity of international
collaboration requirements.
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Three Simultaneous Pressures

Why is this hitting now, all at once? Three forces are converging:

@ Regulations are enforcing, not just threatening.
GDPR fines are real. The EU Al Act isn't coming, it's here. Financial regulators are asking specific questions

about Al operational resilience that require specific answers.

@ Al is moving to production.

Last year, Al was in experiments and pilots. This year, it's in production systems processing real customer

data and making real business decisions. The stakes are completely different.

@ Geopolitical tensions are growing.

Organizations are asking: "What if geopolitical tensions affect our cloud provider's ability to serve us? What if

data access laws change? What if we're required to demonstrate local control?" These aren't hypotheticals.

They're board-level risk discussions happening right now.

What True Sovereignty Actually Means

The term "sovereignty" is often used loosely in technology discussions. We need to be precise about what it means

and what it doesn't.

Sovereignty IS Three Things:

First: Architectural control.

You can run your entire Al stack (gateway,
models, safety systems, governance) in your
own environment. There's no required
connections to external services and no

dependencies on a vendor's uptime or terms.

Second: Portable governance.

Your policies, security controls, and audit
trails follow your workload, regardless of
where you deploy. The same governance
rules apply whether you're in the cloud, on-
premises, or air-gapped.

Third: Escape velocity.

You're not locked into proprietary APIs,
formats, or deployment patterns. You can
migrate away without vendor lock-in. You
own the architecture.

What Sovereignty Is NOT:

It's not just "data residency"”
(storing data in a specific geography while
your control plane is elsewhere).

It's not "hybrid cloud”
(if that means depending on cloud services
for core functionality).

It's not "vendor-managed
sovereignty" (where you're operating on
someone else's terms with their ability to
change the rules).

True sovereignty means:
You own it, you control it, you can
move it.

This is the standard we've held ourselves to at Traefik Labs. Our platform has always been designed to be

deployment-agnostic. The same gateway that runs in a public cloud can also run in your data center, a sovereign

cloud, or in a completely air-gapped environment. That architectural principle, which we've refined over a decade of

production deployments, is now more critical than ever for Al workloads.

Z treefiklabs
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The Emerging Crisis: Agent
Governance

If Al sprawl is the current crisis, agent governance is
the emerging one that most enterprises have not yet
seen coming.

Agentic Al (systems like Anthropic's Claude with
Model Context Protocol, or custom agents built with
LangChain and other frameworks) fundamentally
changes the threat model.

Before, Al was a question-answering system. You ask,
it responds, done. The risk was contained.

Now, agents are taking actions:

® Reading your databases

Calling your internal APIs

Modifying tickets and records

Sending emails
® Executing code

® Making decisions that trigger other business
processes

The Al isn't just generating text. It's operating your
business systems.

The Emerging Pattern

An organization deploys an Al agent for customer
support. The agent is helpful, fast, and everyone loves
it. Then the security team asks: "What can this agent
actually access?"

And the answer is: "Uh... all the customer data?
Because we gave it database credentials.”

The agent deployed for customer support has access
to the entire customer database, not just the support
tickets it needs. Or worse, it has credentials that work
across multiple systems. Payment data, personal
information, everything.

Traditional enterprise security assumes humans are

the actors. You give Sarah database access. Sarah is
accountable. That model works.
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With agents, that model breaks down. The agent might
be doing exactly what it was prompted to do, but that
prompt might be adversarial. Or the agent might be
acting autonomously based on its training. Or it might
be exploring solution paths you didn't anticipate.

You need a security model that assumes agents are
unprivileged actors requiring continuous
authorization, not trusted users with standing access.

This is precisely why we built the Traefik MCP Gateway
with Task-Based Access Control. We recognized that
the traditional "authenticate once, trust forever"
model doesn't work for autonomous systems. Instead,
every agent has its own identity, with declarative
policies that define exactly what it can access, and
continuous enforcement at the gateway level before
the agent touches any internal system.

What Sovereign Al Infrastructure
Must Provide

When we talk about sovereignty in practice, we're
talking about the ability to answer critical questions
confidently:

"Where does your Al run?"
On infrastructure you control, in jurisdictions you
choose, with no forced external dependencies.

"Who can access your Al systems and
data?"

Only entities you authorize, governed by policies you
enforce, with complete audit trails you own.

"What happens if your vendor relationship
changes?"

You can move your entire Al stack (same architecture,
same governance) because nothing is proprietary or
locked in.

"Can you prove compliance?"

Yes. Here's your declarative governance code. Here's
your audit trail. Here's your architecture. Everything is
within your control.

These aren't technical questions. They're
trust questions.

And you can only answer them if you have true
sovereignty.

|7


https://traefik.io/solutions/mcp-gateway

The Al Safety Architecture Challenge

Al safety can't be an afterthought, and it can't depend on the cloud.

Traditional Al safety architectures work like this: you call an LLM API, and either before or after that call, you make
another API call (maybe to a content moderation service) to check if the input or output is safe.

@ Organization Infrastructure & External Cloud / Internet
1
1

(On-Prem / Sovereign) 1 (Someone Else’'s Infrastructure)

1. Mandatori Round.Trip over Internet

' ™y
Prompt Data > External Content
1 - .
Moderation Service
IPinfe — Timestamp (e.g.. Cloud Safety API)
\

Fragility : Single Point of Failure.
If APl is down, operations

halt or bypass safety
v
Internal Application / Metadata Leakage
Orchestrator Warning
1
: rd ™
+ 4’
. External LLM Provider
| (e.g., Public Model API)
! '\ v

2. LLM API Call (If Safety Passes)

5 J

Diagram 1: Traditional Cloud-Dependent Al Safety Architecture

This model has three fundamental problems for sovereign deployments:

@ Network Dependency
Every safety check is a round trip to someone else's infrastructure. This is a non-starter for air-gapped
deployments. If you're in a defense installation with no internet connectivity, this model simply doesn't work.

C? Fragility
If your safety API goes down, what happens? Do you block all Al traffic and halt operations? Do you let
requests through unchecked? There's no good answer. You've created a single point of failure in someone
else's infrastructure.

<> Metadata Leakage
Even if you're not sending sensitive data to the cloud for safety checks, you're revealing that a sensitive
query happened, from where, at what time, and how often. In defense, intelligence, or even competitive
commercial contexts, that metadata is itself a vulnerability.
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The Architectural Solution: The Triple Gate Pattern

The problem isn't that organizations lack Al safety tools. The problem is that Al security requires defense in depth
across multiple layers—and most organizations are trying to solve it with a single gateway.

The cloud-native community learned this lesson with containers: layered defense beats perimeter security. We
didn't secure Kubernetes with a single firewall. We built defense in depth with network policies, pod security
standards, RBAC, and admission controllers.

Al agent security demands the same architectural rigor.

The Triple Gate Pattern provides three independent layers of protection, each enforcing policies
appropriate to its domain:

N @
= =

Chat Interface Local GPUs Remote Endpoints
e Traefik Triple Gate Pattern
vy |

Gate 1: Al Gateway

Topie Control NIM

Content Safety NIM
Jailbreak Detection NIM Gate 2: MCP Gateway
* Model Routing

Governance . .
* Agent Authorization

Granular Tool Control

Session Managenment
Gate 3: APl Gateway

APl Authentication
Egress Control

* Rate Limiting
Developer Portal

4

|
|
vVYyy
Security & Observability Data Layer
Security Logos & Audit Trail MCP Server 4
| | I
Real-time Backend Apps, Database, ete API #1 APl #2 APl #3

Monitoring & Alerts

Diagram 2: Triple Gate Security Pattern for Agentic Workflows
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Gate 1:
Al Gateway (Securing the
Conversation Layer)

The first line of defense operates at the conversation
layer—before prompts ever reach your Al models. This
is where attacks begin: through prompt injection,
jailbreak attempts, and social engineering of Al
agents.

Traefik's Al Gateway orchestrates multiple specialized
Al models into a unified policy enforcement pipeline:

® Topic Control validates that queries stay within
allowed domains. Your financial Al discusses
finance, not how to write malware or exfiltrate
data.

® Content Safety scans for PII, toxic content, and
policy violations across 22+ categories before
prompts reach your models.

® Jailbreak Detection identifies adversarial
prompts designed to bypass restrictions—the
digital equivalent of social engineering.

The critical difference: Unlike cloud-based Al safety
services, this entire pipeline runs on your
infrastructure using GPU-accelerated models like
NVIDIA NIMs. No external API calls. No metadata
leakage. Zero cloud dependency.

If a request violates policy at this layer, it never
reaches your Al models. The attack stops here.

Gate 2:
MCP Gateway (Governing Agent Tool
Access)

Even if an attacker bypasses the conversation layer,
they hit a completely different security model at the
tool access layer.

Al agents don't just generate text—they take actions.
They read databases, call internal APls, access file
systems, and integrate with enterprise systems
through protocols like Anthropic's Model Context
Protocol (MCP).

Traditional access control fails here because it was
designed for humans with relatively stable

permissions, not autonomous agents that need
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different access across different systems for different
workflows.

The Traefik MCP Gateway implements Task-Based
Access Control (TBAC)—a new authorization paradigm
that creates a progressive permission funnel:

® Tasks validate the business objective (e.g.,
customer follow-up, not data aggregation)

® Tools control which specific systems and
resources the agent can access

® Transactions validate the specific operation
parameters and context at runtime

Every agent gets precisely scoped permissions. The
customer support agent can query recent support
tickets but cannot access financial forecasts. It can
read email templates but not strategic planning
documents. It can send emails to customers but not to
external domains.

This layer prevents cross-system data exfiltration,
privilege escalation, and unauthorized tool access—
even if the conversation layer is bypassed.

Gate 3:
API Gateway (Protecting Backend
Systems)

MCP servers eventually call your backend APlIs,
databases, and enterprise systems. These need their

own protection layer.

Traefik's API Gateway provides the final defensive
barrier with battle-tested API security:

® Centralized credential management (no secrets
exposed to agents)

® Fine-grained API authorization (only authorized
endpoints accessible)

® Rate limiting and quotas (preventing resource
exhaustion)

® DI P-style inspection (blocking sensitive data
exfiltration)

® TLS/mTLS enforcement (preventing man-in-
the-middle attacks)
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Why Three Gates Matter

Attacks must defeat all three layers simultaneously to succeed. This is defense in depth:
® Prompt injection? Blocked at Gate 1 (Al Gateway)
® Cross-system data exfiltration? Blocked at Gate 2 (MCP Gateway)
® APl abuse and credential theft? Blocked at Gate 3 (APl Gateway)

Each gate operates on different security principles. Each can stop attacks independently. Together, they create
multiple independent failure domains—the attacker's nightmare and your security team's advantage.

vereignty Through Architecture

For organizations with true sovereignty requirements, the Triple Gate Pattern solves the three fundamental
problems we identified:

Network Dependency — Eliminated

All three gates run entirely on your infrastructure. NVIDIA NIMs for Al safety run on your GPUs. TBAC
enforcement uses stateless JWT validation with no external database calls. APl security operates within your
network boundary. Zero external dependencies.

Fragility — Eliminated

There's no external safety APl that can go down. The entire security pipeline operates autonomously within
your infrastructure. Your air-gapped defense installation continues protecting Al workloads even with zero
internet connectivity.

Metadata Leakage — Structurally Impossible

No telemetry leaves your environment. No usage patterns, model selections, or query frequencies are
transmitted anywhere. The architecture doesn't allow metadata exposure—it's not a policy we promise to
follow, it's a system that cannot leak by design.

This is the difference between theoretical Al governance ("We have policies.") and enforceable Al governance
("Those policies run in code, in our infrastructure, and cannot be bypassed.").

For organizations building air-gapped Al systems or operating under strict data sovereignty requirements, this isn't
a nice-to-have. It's the only viable architecture.

2 treefiklabs [11



The Deployment Flexibility
Imperative

True sovereignty requires the ability to deploy
anywhere, anytime, with no architectural
compromises.

& Defense and Intelligence

These environments have a hard requirement: no
external connectivity. Not "limited connectivity" or
"controlled connectivity." Zero.

The architecture must support completely air-gapped
environments where Al deployments for intelligence
analysis, threat detection, or mission planning
continue to operate without external connectivity.
There's no "phone home" telemetry. There's no
dependency on external APIs. There's no assumption
of internet access.

We're working with design partners in this space to
validate that Traefik's entire Al governance stack (Al
Gateway, MCP Gateway for agent governance, NVIDIA
NIMs for safety, and observability tooling) can be
deployed on customer-controlled hardware with
updates delivered via secure physical media or
dedicated isolated networks. The system operates
completely autonomously because, for these use
cases, that's the only acceptable model.

& Sovereign Clouds

Organizations building on sovereign cloud infrastructure
(environments designed for GDPR, the EU Al Act, and
digital sovereignty compliance) need guarantees that
data never leaves their jurisdiction and cannot be
accessed by non-EU (or non-domestic) entities.

The entire Al infrastructure (models, governance,
safety systems) must operate within that sovereignty
boundary. No data crosses borders. No control plane
lives elsewhere. No dependencies on systems outside
the sovereignty perimeter.

And critically, because the architecture must be truly
portable, organizations can't be locked in. If
requirements change, if they need to move to a
different provider, or if they want to bring operations
in-house, the entire stack must move with them. Same
architecture, same configurations, same governance.

Z treefiklabs

Traefik's declarative, infrastructure-as-code
approach makes this portability real. Your Al
governance policies, routing rules, and safety
configurations are defined in version-controlled code,
not by clicking in a cloud console. When you need to
move from one sovereign cloud provider to another, or
from cloud to on-premises, you're deploying the same
configuration files. There's no translation layer, no
vendor-specific reconfiguration, no governance gaps.

That portability is itself a form of sovereignty.
You're never trapped.

(& Hybrid Financial Services

Financial services organizations want to experiment
and develop in cloud environments (fast iteration,
easy scaling, modern tools). But when it comes to
production workloads, especially anything touching
customer financial data or trading systems, they
require on-premises or tightly controlled
environments.

The traditional problem is that you develop in one
environment with one set of tools, then have to
rewrite or heavily adapt when you go to production.
That creates risk and slows everything down.

The value of truly cloud-agnostic architecture is that
you develop once and deploy anywhere. Test in the
cloud, deploy to your data center with identical
configurations. No rewriting, no translation layer, no
governance gaps.

This is exactly the workflow Traefik enables.
Organizations can develop and test their Al
applications (complete with governance policies,
safety rules, and agent access controls) in their cloud
development environment. When they're ready for
production, they deploy to their own data centers
using the exact same Traefik configuration files. The Al
Gateway behavior is identical. The MCP Gateway
enforces the same agent policies. The safety pipeline
runs the same checks.

From a developer perspective, it's the same platform.
From a compliance perspective, production data never
leaves the controlled environment. This separation of
development velocity from production sovereignty is
what makes modern Al feasible for regulated
industries.
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The Strategic Value of Optionality

Organizations want the option to go fully offline or
fully sovereign, even if they're not exercising that
option today.

It's insurance. It's negotiating leverage with cloud
providers.

It's regulatory readiness for requirements that might
be coming.

When you build on truly portable, self-hosted
infrastructure from the beginning, you're never one
vendor acquisition, one pricing change, one regulatory
shift, or one geopolitical event away from being stuck.

That optionality has real strategic value. It changes
your relationship with vendors. It changes your risk
profile. It changes what you can say to regulators and
customers about where your Al runs and who controls it.

We're early in this market. Most enterprises are still in
the "figure out how to do Al" phase, not the "architect
for sovereignty" phase. But the organizations that are
thinking ahead are asking: "Are we building on
infrastructure that gives us options, or are we making
decisions now that eliminate sovereignty as a
possibility later?”

And that's a strategic question, not just a technical one.

Z treefiklabs

Where the Market Is Heading

The Al infrastructure market is segmenting into three
distinct groups:

Segment One: Cloud-Native Only

Startups, digital-native companies, and organizations
with no regulatory constraints or sovereignty
requirements all fit in this segment. They're
comfortable being all-in on a hyperscaler. They want
the easiest path to Al, the most managed services,
and the least operational overhead.

The hyperscalers will own this segment, and that's
appropriate.

Segment Two: Cloud-First, but
Sovereignty-Aware

These are the large enterprises. They want cloud for
agility, but they're starting to ask harder questions:

® "What if regulations change and we need to
move certain workloads on-premises?"

® "What if our industry requires data sovereignty
and we can't use hyperscaler infrastructure?”

® "What if we acquire a company in a different
regulatory environment?"

® "What if geopolitical tensions make our current
cloud strategy risky?"

They want the option for sovereign deployment, even
if they're not using it today. They want their Al
architecture to be portable.

Segment Three: Sovereignty-
Required

Defense, intelligence, parts of healthcare, regulated
financial services, government agencies, and
organizations operating under strict data sovereignty
laws are all in this segment.

For these organizations, hyperscaler-dependent
infrastructure is not a "suboptimal choice.” It's not an
option atall. It's a legal impossibility or an
unacceptable security risk.
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Why Hyperscalers Are Structurally Constrained

The major cloud providers are building excellent tools for cloud-native Al. However, they're structurally constrained
from serving the sovereignty-required segment, and are increasingly limited in the sovereignty-aware segment.

N] Architectural Lock-In by Design

A

Look at AWS Bedrock or Azure Al Services. They're powerful platforms, but they're architected around the
assumption that your Al workloads reside in their cloud, talk to their services, scale using their primitives, and
are monitored with their tools.

If you build on Bedrock and then discover you need to run the same workload on-premises, in another cloud,
or air-gapped, you're not reconfiguring. You're rewriting.

Governance Fragmentation

The hyperscalers offer governance tools, but they're cloud-specific. Your AWS governance doesn't work in
Azure. Your Azure policies don't apply on-premises. Your on-prem monitoring doesn't integrate with cloud
systems.

Enterprises end up with fragmented governance: different systems, different policy languages, and different
audit trails for each environment. When a regulator asks, "Show me your Al governance,” you're stitching
together reports and hoping nothing fell through the cracks.

Metadata Exposure
Even when hyperscalers offer "sovereign” options, there's still metadata exposure. The cloud provider knows
when you're running Al workloads, how much compute you're consuming, which models you're calling, and

usage patterns.

For defense and intelligence, that operational metadata is itself a vulnerability. You're revealing information
about your operations just by using the infrastructure.

2% traefiklabs |14



The Architecture Principles for
Sovereign Al

Building infrastructure for sovereign Al requires
adherence to specific architectural principles:

1. Write-Once, Deploy-Anywhere

Applications should be architected once, using open
standards (for example, Kubernetes for orchestration,
OpenTelemetry for observability, industry-standard
APIs), then deployed in public cloud, private cloud, on-
premises, or air-gapped environments with the same
architecture, same configurations, same governance
model.

This isn't about promising portability someday. It's
designing for portability from day one.

At Traefik, portability has been our architectural
north star for over a decade. The same gateway
configuration that routes traffic in AWS works
identically in your data center, in Azure, in GCP, orin a
completely offline environment. We achieve this
through Kubernetes-native CRDs, declarative YAML
configurations, and infrastructure-as-code modules.
These are all infrastructure-as-code approaches that
are environment-agnostic by design.

For Al workloads, this means that your LLM routing
rules, agent access policies, and safety pipeline
configurations are all defined once and deployed
consistently across all environments. There's no
vendor-specific translation required.

2. Governance as Portable Code

Al governance (safety policies, agent access controls,
compliance rules) must be declarative and version-
controlled. This means infrastructure-as-code, not
point-and-click configuration in a cloud console.

That governance travels with your workload. Whether
you're in cloud, on-premises, or moving between
them, the policies are consistent—i.e., one definition,
enforced everywhere.

This is why everything in Traefik is declarative.

Your Al Gateway policies aren't configured through a
Ul. They're defined in YAML or Terraform, committed

22 treefiklabs

to Git, reviewed in pull requests, and deployed through
your CI/CD pipeline. When compliance asks, "show me
your Al governance," you point them to a Git
repository with full change history, approval
workflows, and audit trails.

Want to enforce that no Pll can be sent to LLMs?
That's a declarative policy. Want to limit which agents
can access which databases? That's in code. Want to
ensure all Al requests from EU customers stay in EU
infrastructure? Again, that's declarative.

The governance doesn't live in a vendor's console that
you can't audit or back up. It lives in your source
control, where your entire organization can review,
version, and deploy it consistently across every
environment.

3. No Forced Metadata Exposure

The architecture must not require telemetry to be
sent back to vendors. No operational data that could
be compelled to be shared may be collected.
Organizations with true sovereignty requirements
need systems that structurally cannot leak metadata,
not systems where they rely on vendors not to look.

-

"' Traefik is fully self-hosted
with no phone-home telemetry.
We don't see your traffic patterns.
We don't know which models
you're using. We don't collect
operational data. "’

.

This isn't about us promising not to look. The
architecture doesn't allow it. When you deploy Traefik,
it operates entirely within your infrastructure
boundary. There's no external dependency, no
telemetry endpoint, no way for us to access
information about your operations.

For organizations with the highest security
requirements (defense, intelligence, competitive
commercial environments), this structural guarantee
matters more than any contractual promise.
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4. Identity-Based Agent Governance

Every agent must have its own identity, with policies
bound to that identity and enforced at the gateway
before the agent touches internal systems. Agents are
treated as unprivileged actors requiring continuous
authorization, with least-privilege access, full
auditability, and revocable permissions.

The Traefik MCP Gateway implements this model
natively. When you deploy an Al agent using
Anthropic's Model Context Protocol or other agent
frameworks, you assign it an identity. That identity
comes with a declarative policy that defines:

® Which MCP servers (data sources, APIs, tools)
can the agent access

® What operations it can perform (read vs. write)
® Time-based restrictions (business hours only)

® Data scope limitations (only records the user
owns)

Every request the agent makes goes through the MCP
Gateway, which checks the agent's identity against
these policies in real time. If the agent tries to access
something outside its authorization, the request is
blocked and logged. You get complete audit trails
showing which agents accessed what, when, and
whether they were authorized to do so.

This isn't theoretical governance. It's runtime
enforcement. The agent can't bypass it, can't escalate
its own privileges, and can't operate outside its
defined boundaries.
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5. Offline-Capable Al Safety

Safety systems must run locally, on infrastructure you
control, with the same sovereignty properties as the
rest of the stack. Topic control, content safety, and
jailbreak detection must function without external
dependencies.

The problem with most Al safety solutions is that
they assume internet connectivity. They're
designed as cloud services you call to validate
prompts or responses. That architectural assumption
makes them incompatible with sovereign
deployments.

If your safety system depends on an external API,
what happens in an air-gapped environment? What
happens if that service goes down? What happens to
the metadata about your sensitive queries that's now
flowing to an external provider?

Traefik's Al Gateway with NVIDIA NIM integration
takes a different approach. The safety pipeline runs
on infrastructure you control:

¢ Topic Control NIM validates queries are
within allowed domains (your financial Al only
discusses finance, not how to write malware)

e Content Safety NIM scans for PIl, toxic
content, or policy violations before prompts
reach your models

¢ Jailbreak Detection NIM identifies
adversarial prompts designed to bypass your
safeguards

These run on your GPUs, in your data center, or
controlled cloud environment. If you need full air-gap
capability, they run on local hardware with no external
dependencies. Safety enforcement occurs before
requests reach your models, with full audit trails, all
within your sovereignty boundary.

This isn't just about offline capability. It's about
maintaining the same level of Al safety and
governance regardless of your deployment
environment. Your defense installation gets the same
protection as your cloud development environment—i.
e., same safety rules, same enforcement, just on
different infrastructure.
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The Role of Open Standards and
Transparency

For sovereign infrastructure, the foundation matters.
Organizations building mission-critical Al systems
need to understand and trust their infrastructure
stack.

Traefik's approach combines open-source
foundations with enterprise capabilities. Traefik
Proxy (our reverse proxy, ingress controller, and load
balancer) is fully open source and has been battle-
tested by millions of deployments worldwide. This
open-source core provides the fundamental
networking and routing capabilities that everything
else builds on.

For sovereign Al deployments, this architecture
means:

e Transparent foundations: The core
networking layer can be audited and verified

e Community validation: Millions of
developers and security researchers examine the
source code

e Standards-based: Built on Kubernetes-
native patterns, OpenTelemetry, and industry-
standard APIs

e No proprietary lock-in: Based on open
protocols, not vendor-specific implementations

Our enterprise products (Traefik API Gateway, Traefik
Al Gateway, and Traefik MCP Gateway) add the
advanced governance, agent control, Al safety
integrations, and compliance tooling that regulated
industries require. But they're built on this
transparent, standards-based foundation rather than
proprietary black-box technology.

This matters for sovereignty because you're not
betting your infrastructure on completely closed
systems. The networking core is auditable. The APIs
are standard. The configuration is declarative and
portable. Even the enterprise features use open
protocols like Kubernetes CRDs and standard
observability frameworks.
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What This Means for
Infrastructure Decisions Today

We're early in the sovereign Al infrastructure market.
Most enterprises are still in the "figure out Al" phase,
not the "architect for sovereignty" phase.

But the organizations that are thinking ahead are
asking: "Are we building on infrastructure that
gives us options, or are we making decisions now
that eliminate sovereignty as a possibility later?”

That's not just a technical question. It's a strategic
one.

The Questions to Ask Your
Infrastructure Vendors

When evaluating Al infrastructure, here are the
questions that reveal whether sovereignty is real or
marketing:

1. Can you run the entire stack (gateway, models,
safety, governance, observability) with zero
external dependencies?

Not "mostly" or "with some exceptions." Zero.

2. Can you deploy to any environment (public
cloud, private cloud, on-premises, air-gapped)
with the same architecture and governance?

Or do you have different products and approaches for
different environments?

3. Is your governance model declarative and
portable?

Can you version-control your Al policies and deploy
them consistently across all environments?

4. What happens to your system if internet
connectivity is lost?

Does it continue operating, or does it fail because it's
dependent on external services?

5. What metadata leaves your environment?
Even if data stays local, what operational information
is being sent elsewhere?

6. Can you leave?

If you needed to migrate to a different infrastructure
tomorrow, is that operationally feasible, or are you
locked in?
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The Path Forward

Al sovereignty is moving from "nice-to-have" to
"must-have" for regulated industries, and it's
something every enterprise should be thinking about
strategically, even if they're not implementing it today.

The key insight is this: Sovereignty requires
architectural decisions early. You can't bolt it on
later.

If you build on cloud-dependent infrastructure,
extracting yourself is expensive or impossible. The
time to think about portability and sovereignty is now,
when you're making foundational Al architecture
choices.

And the good news: Sovereignty and innovation
are not trade-offs.

The narrative has been "you can have cutting-edge Al
in the cloud, or you can have control and sovereignty
on-premises, but not both." That's false. With the right
infrastructure (truly portable, self-hosted, with
modern safety and governance capabilities), you can
have both.
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You can innovate fast and maintain control.

That's not just possible. It's becoming necessary.
Because as Al moves from experiment to mission-
critical production, the questions from boards,
regulators, customers, and citizens will only intensify:

Where does your Al run? Who
controls it? Can you prove it?

The organizations that can answer those questions
confidently, with sovereign infrastructure built on the
right architectural principles, will have a strategic
advantage.

The ones that can't will find themselves constrained
by regulations they can't meet, by trust they can't

earn, by lock-in they can't escape.

The choice is being made now. Choose
sovereignty.
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About Traefik Labs and Our
Sovereign Al Platform

Traefik Labs has spent over a decade building cloud-
native infrastructure with one core principle:
organizations should control their infrastructure, not
be controlled by it.

Our cloud-native stack is used by millions of
deployments worldwide and manages billions of
requests for some of the world's most demanding
production environments. What makes Traefik
different (and why we're naturally positioned for
sovereign Al) is that we've always been designed for
deployment flexibility and declarative control.

For Al workloads, we've extended this proven
architecture witt the —a
comprehensive approach to securing and governing
Al infrastructure that combines API Gateway, Al
Gateway, and MCP Gateway capabilities into a unified
control plane.

Our Sovereign Al Infrastructure
Stack

Traefik Al Gateway
® Native integration with NVIDIA NIMs for offline-
capable Al safety (Topic Control, Content Safety,

Jailbreak Detection)

® LLM routing and load balancing across multiple
models and providers

® Token-level cost tracking and rate limiting

® P|| detection and policy enforcement before
prompts reach models

® Fully self-hosted with zero external
dependencies

Traefik MCP Gateway
® |dentity-based governance for Anthropic Claude
and other Al agents using Model Context

Protocol

® Declarative access policies for agent-to-system
interactions
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® Runtime authorization enforcement for database
access, API calls, and tool usage

® Complete audit logging of agent actions
® | east-privilege access model by default
Unified Platform Capabilities

® 100% declarative: All configuration in YAML/
Terraform, version-controlled, deployed via
GitOps

® Truly portable: Same platform runs in public
cloud, private cloud, on-premises, or air-gapped

® Kubernetes-native: Built for cloud-native
architectures, not retrofitted

® Multi-workload support: Manages VMs,
containers, Knative serverless, and Al workloads
with unified governance

® Standards-based foundation: Built on Traefik
Proxy (open source) and open standards like
Kubernetes CRDs and OpenTelemetry

Why Organizations Choose Traefik
for Sovereign Al

We're working with design partners in defense,
financial services, healthcare, and government who
need Al infrastructure that meets true sovereignty
requirements. They chose Traefik because:

1. We're designed for their constraints, not
adapted to them. Air-gapped deploymentisn't a
special case. It's a first-class use case.

2. Governance is code, not configuration. Their
compliance teams can review policies in Git, not try to
screenshot cloud console settings.

3. They can actually leave. The platform is portable,
built on open standards, with declarative
configurations that aren't locked to our platform.

4. We understand the full stack. We've been

managing API traffic and now Al workloads with the
same architectural principles for over a decade.
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https://traefik.io/blog/the-triple-ai-security-gap
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Learn More

If you're architecting Al infrastructure for regulated
industries, sovereign requirements, or mission-critical
environments, we'd welcome a conversation about
your specific needs.

e Explore our platform:
https://traefik.io/solutions/ai-gatewa

e Read our technical documentation:

doc.traefik.io/traefik-hub/ai-gateway/overview

e Schedule an architecture discussion:
https://info.traefik.io/contact-us
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